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Anno Bunnik

Modernising Law Enforcement Intelligence for a
Digital Society

1. Introduction

The exponential rise in data and digitalisation in recent years
presents a ‘double-edged sword’ for law enforcement agencies
(LEASs). It involves huge challenges including a greater sophistica-
tion in cyber-crime, the rise of the dark web and the exploitation
of the Internet for terrorist purposes. However, the data revolu-
tion also facilitates new ways of ‘doing intelligence’. Big Data are
increasingly mobilised for crime prevention, crime prediction and
national security. A popular approach is predictive policing, de-
veloped in the United States and in recent years has increasingly
been employed in Europe. In addition, Big Data and related de-
velopments such as Artificial Intelligence (Al) open manifold op-
portunities for data analytics and intelligence analysis. However,
increasing public scrutiny puts LEAs under strong public and poli-
tical pressure to mobilise Big Data and Al in an efficient, effective
and ethical manner. How do state agencies strategize and operate
under these constraints?

This article explores the transition of law enforcement to a digital
environment. It explains how LEAs are eager to utilise Big Data
but struggle to innovate successfully in this space. A case study
of the United Kingdom (U.K.) highlights that senior professionals
tend to be ‘wooed’ by new technologies and primarily direct their
hope on acquiring new technology from the private sector, with
limited success. Instead, LEAs would do well to invest in innovate
partnerships with academia, civil society groups and other stake-
holders to develop new ways of doing policing and intelligence in
a networked approach.
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2. The mobilisation of Big Data for policing

Whilst there is no universal definition of Big Data it can roughly be
understood as the aggregation and analysis of vast datasets that
capture personal information of citizens and consumers. These
datasets are increasingly recognised as a viable source for a variety
of purposes, primarily by the business sector (Manyika 2011; Ma-
yer-Schonberger and Cukier 2013). The transformative potential
of technology on society, however, is not a recent phenomenon.
Sociologist William Ogburn coined the phrase “cultural lag’ to de-
scribe the period of time during which society needs to catch up
with emerging technology (Marshall 1999; Ogburn 1922). Histo-
rical examples include wide-spread fear of trains in the nineteenth
century with people being afraid that it would lead to an increase
in brain diseases. Nearly a century after Ogburn first laid down
his thesis on technology it is becoming increasingly clear that the
pace of change is accelerating (Schmidt and Cohen 2014) primar-
ily due to the growth of computing power, storage capacities and
‘clever’ algorithms that can analyse large quantities of informa-
tion (Mayer-Schonberger and Cukier 2013). A case study of how
state actors are dealing with this changing landscape and related
societal friction in what the author calls a ‘policy vacuum’ (i.e.,
technological developments outpacing law and policy) is therefore
a timely exercise.

The shift to the use of Big Data for national security and law en-
forcement purposes raises ontological questions on the nature of
state-society relations (Mulqueen 2016). The mass usage of citi-
zens' data by state agencies against their knowledge or consent
has the potential to undermine public trust in the state. Some
scholars have argued that Big Data erodes the distinction between
state and civil society and between public and private domains, as
state agencies “...penetrate deeply into the everyday world of civil
society and private life” (Bauman et al. 2014, p. 136). Others take
this argument even further adding that proactive and predictive
security measures are “...meant to expand the regulatory power
of governmental authorities over ‘deviant’ minds” (Den Boer &
van Buuren 2010, p. 231). As such, these developments could se-
riously harm the legitimacy of governments and state institutions
and negatively impact the notion of ‘public consent’, which is at
the core of law enforcement.
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This argument is perhaps further clarified with reference to the
concept of ‘structuration’ (Giddens 1984). In a digital age, state
agencies rely on access to personal data of citizens to provide the
safety and security of those citizens. This mutual dependency bet-
ween state agencies and citizens to provide security is primarily
held together by Big Data. In this conceptualisation, data could
be argued to be the energy source that powers this modern social
system to deliver safety and security. Growing resistance against
the use of data by the state could fracture the social system that
provides security. Modern policing in the U.K. builds on the prin-
ciples of Sir Robert Peel which dictates that “[t]he ability of the
police to perform their duties is dependent upon public approval
of police actions” (Association of Chief Police Officers 2012, p. 2).
The potential erosion of public support and legitimacy makes the
case for studying the role of ethics in security and law enforce-
ment matters more pertinent. In this changing environment LEAs
face several, interrelated challenges or pressures:

= Innovation: The exponential rise of data urges LEAs to invest in
new approaches and technologies. The rationale for investment
in this space is often framed in terms of effectiveness and effi-
ciency (“better value for money”). Another reason to innovate
in the digital space is to remain relevant. If police forces would
ignore Social Media, for instance, it is likely that other actors will
take on a policing role in the digital domain, risking the rise of
online vigilantism.

= The other side of the coin, ethics: Since the Edward Snowden
global surveillance revelations in 2013, there is emerging evi-
dence that governments are under increasing pressure from
the public, media, and civil society organisations to reconci-
le data-driven innovation with liberal values, such as privacy,
transparency, and accountability (Lyon 2014; Bauman et al.
2014). This has led to a stronger awareness on the importance
of ethics, including for law enforcement (Lyon 2014; Zwitter
2014). A holistic approach to ethics would do well to include
related social and legal concerns. The social, ethical and legal
implications of data-driven innovation by LEAs are pertinent
and deserve to be integrated into the design of new techno-
logies, instead of being invoked only when assessing the use
of new technologies.
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* And organisational adaptation and change: A final notion that
deserves attention is organisational change. LEAs tend to be
hierarchical organisations with a deeply embedded ‘cop cul-
ture’. But what this means in practice is that LEAs often strug-
gle to adapt to a new reality of rapid digitalisation and the op-
portunities and treats. Exploring organisational change through
the prism of institutionalism allows for an interrogation of how
large organisations evolve over time and what aspects of orga-
nisations facilitate and hinder change.

3. Case study: law enforcement in the U.K.

For various reasons, law enforcement in the U.K. is an exciting
case study to explore the transition of this sector to a more di-
gital society. What stands out is that the landscape in the U.K.
is splintered with 45 territorial police forces, some operating
in a very distinct political context, such as the Police Service of
Northern Ireland (PSNI). In addition, there are various national
agencies that are increasingly investing in this realm. The Na-
tional Crime Agency (NCA), dubbed the U.K.’s own FBI, is a key
actor when it comes to the mobilisation of data and intelligence.
It is obvious that it will be a vast challenge for all these agencies
to collaborate in a sustainable fashion. The sharing of data and
intelligence is the first hurdle to be conquered — let alone effec-
tive cooperation in a world where crime is less territorial than it
used to be.

The U.K.'s experience with intelligence-led policing (ILP) perhaps
gives the country a head start compared to LEAs in several other
Western countries, which have less experience in data gathering
and analysis. ILP was developed here in the 1990s following ex-
perimental work by Kent Police. Over two decades of expertise
in this domain has created (some) institutional capacity on intel-
ligence gathering and analysis. However, there are still serious is-
sues to be overcome regarding the lack of data sharing between
agencies and the miscommunication between intelligence ana-
lysts and police officers in agencies (Cope 2004). What further
complicates matters is that policing in the U.K. in recent years
faced serious austerity measures — with some forces having to
implement budget cuts as high as twenty per cent, resulting in a
loss of staff, expertise and less means to invest in technological
innovation. In addition, the negative consequences of Brexit on
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cross-border security cooperation and the effects of the global
COVID-19 pandemic places further stress on a sector struggling
with a transition to a digital society.

3.1 Innovation

Law enforcement agencies face increasing pressures to take ad-
vantage of the rise of data and digitalisation. Innovation is not
a new concern for law enforcement as it has always sought to
catch up with the latest crime and technology developments.
Cars, mobile phones, the Internet or even drones can be used
both by criminals and LEAs. Digitalisation is arguably one of the
most prominent frontiers in this effort, as it has facilitated new
types of crime as well as crime prevention. Concerning Big Data,
the premise is that this domain is perhaps easier to exploit by large
organisations — which already have access to vast amounts of data
—than by criminals. This competitive advantage provides manifold
opportunities for law enforcement agencies to be more proacti-
ve and prevent crime before it occurs instead of responding to it
(Mulqueen 2016; Stanier 2016).

The first observation is that LEAs in the U.K. are keen to mobilise
Big Data. All the senior officers interviewed in this research project
were highly interested in this topic and are keen to utilise data to
make their organisations more effective and efficient. Secondly,
Big Data allows for sharing of data, information, and intelligence
between agencies. Digitalisation then drives forward the agenda
of multi-agency partnerships on specific crime issues. The mul-
ti-agency safeguarding hubs (MASH) is a good example, which
brings together partners around safeguarding vulnerable children.
This trend will likely continue in the coming years and result in
further integration of law enforcement with other public sector
actors to form networked governance on ‘preventative governan-
ce’ strategies.

A pertinent question that this development raises is whether the
sharing of data in a multi-agency partnership will also lead to the
creation of new knowledge. The creation of new knowledge in
a networked setting is potentially where innovation can occur.
Sharing knowledge in the form of information or an intelligence
product is the first step. The next would be to come to the co-
creation of knowledge at the interstices of disciplines and sectors.
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This research concludes that LEAs would do well to use the ‘data
revolution” not just to focus on the prevention of future crimes
through Predictive Policing (PP) programmes, but also use it to bet-
ter understand the causes and drivers of crime (Bunnik 2016). Cer-
tainly, LEAs need to attract data analysts and information workers,
but should also engage the Social Sciences and Humanities (SSH) to
contextualise the products of data and understand its limitations.

3.2 Ethics

New technologies employed by LEAs and national security agen-
cies face the pressure to keep society secure as well as protect
privacy. These technologies therefore face the problem of ‘moral
overload’ having to adhere to, sometimes conflicting, value requi-
rements (Van den Hoven, Lokhorst & Van de Poel 2012). Whilst
these two values are often invoked in the public debate on Big
Data it is my contention that an inclusive debate looks beyond
the privacy vs. security dichotomy. Instead, there are a wide range
of values involved when it comes to the mass mobilisation of Big
Data. The transition to algorithmic decision-making raises perti-
nent questions on transparency, accountability, fairness, inclusion
and other human values. The wide range of values at play certainly
deserve more attention by both LEAs and academics. Moreover,
taking a values-based approach to ethics begs the question: how
can these values be integrated in the design of these technolo-
gies?

Senior LEA officers and staff repeatedly informed the author that
their organisations need to engage more with the public to explain
how Big Data is mobilised by LEAs and why this necessary. Howe-
ver, there is currently no coherent strategy in place how this public
engagement should look like and who should take part in this
dialogue. Is this a task for politicians and the regional Police and
Crime Commissioner, an elected position in the U.K., or should
senior LEA professionals reach out to the public to engage groups
and communities on how they work with data? This engagement
can take various forms, such as taking part in public seminars or
appearing on talk shows on TV and radio. Currently, this happens
on an ad-hoc basis with little strategy in place how this dialogue
could be best approached and who should take part in it.
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3.3 Organisational change

One of the first conclusions of this research project is that organisatio-
nal change is largely event driven instead of data- or technology dri-
ven. A good example here are the Soham murders in 2002 that led to
the creation of a national system, the Police National Database (PND).
A political crisis was needed to push the sector to develop a national
system. More recently, the 2011 England riots proved a game chan-
ger for LEAs as this high impact event created awareness on the role
of Social Media. Many of the rioters planned the ransacking of stores
on Blackberry Messenger and other apps and this spurred LEAs to
better monitor these platforms for evidence in court as well as pre-
vention of future disturbances. These historical examples elucidate
that high-impact events are the primary drivers for LEAs to adopt
data-driven approaches. It is perhaps no surprise that most of the
officers interviewed in this research project were remarkedly critical of
their own organisations regarding data and digitalisation.

In addition, this research project encountered a widespread frustra-
tion in the sector on the lack of leadership and the lack of sufficient
resources to invest in the development of Big Data. Furthermore,
senior officers informed the author that LEAs are often not open
to change due to a deeply embedded hierarchical culture, a lack
of diversity in their workforce and the lack of evidence-based re-
view mechanisms. New skills tailored to digitalisation need to be
recruited and this is now slowly taking place in various LEAs. Several
agencies, such as the previously mentioned NCA, the Metropolitan
Police (MPS), West Midlands Police (WMP) and Durham Constabu-
lary are certainly ahead of others in this space and have the poten-
tial to spur change on a national level. Adaptation of dozens of
agencies, however, is still mostly ad hoc and often lacks a national
strategy. Both in the formal and informal domain of law enforce-
ment, change is taking place, but this is currently insufficient to reap
the full benefits of Big Data.

4. Conclusions and way forward

This review of the mobilisation of Big Data by law enforcement
revealed a sector struggling with a transition to a digital society.
Big Data allows for sharing of data, information, and intelligence
between agencies and some multi-agency partnerships are begin-
ning to take place, such as the safeguarding hubs. Big Data will
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likely continue to drive forward these partnerships in which various
agencies share their data to develop a collaborative and preven-
tative approach to a certain problem such as vulnerable children.
The real test in the coming years is if these agencies can overcome
the silo mentality and develop shared intelligence and knowledge
products at the interstices of their expertise. Networked innova-
tion is slowly getting the attention it deserves as a viable alter-
native to purchasing new tools off the shelf. Various hurdles have
to be taken, often related to institutional issues such as a strong
cop culture which can resist change. Thus far, most organisational
changes have been the result of high-impact events, which placed
LEAs under political pressure to make better use of data.

The challenge for the coming years will be to synthesise the three
above-mentioned domains of innovation, ethics, and organisatio-
nal change. What are the key ingredients for an innovative insti-
tution? And how about an ethical institution? Moreover, how do
we integrate ethics in the innovation processes of an organisation?
With the high pace of technological change, with often unfore-
seen and unintended consequences, ethical reviews need to be
part of the design process instead of sprinkled over the finished
product at the end (sometimes referred to as ‘window-dressing’ or
‘ethics washing’). Instead, ethics must be integrated in the design
of new technological systems, toolkits, procedures etc., to ensure
LEAs are not building a Kafkaesque surveillance state. This brings
us to the design thinking approach. The author has recently joined
the Cutting Crime Impact consortium, with six European LEAs and
various academic and consultancy partners. The approach employ-
ed here is called ‘human-centred design’. When we combine this
with key lessons from the literature on networked innovation this
could provide some cues to a sustainable way forward. Networked
innovation on emerging technologies that addresses the societal,
ethical and legal implications in the early stages of the design pro-
cess holds the premise to deliver sustainable outcomes. As such,
ethics is not necessarily a brake on innovation but instead contri-
butes to a more robust innovation process for the greater good.

This research was supported by a grant from the European Com-
mission: Cutting Crime Impact — Practice-based innovation in pre-
venting, investigating and mitigating high-impact petty crime.
Grant agreement ID: 787100
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